Abstract-A new secure network communication technique that has been designed for mobile wireless services, is presented in this paper. Its network services are mobile, distributed, seamless, and secure. We focus on the security of the scheme and achieve anonymity and reliability by using cryptographic techniques like blind signature and the electronic coin. The question we address in this paper is, "What is the best way to protect the privacy and anonymity of users of mobile wireless networks, especially in practical applications like e-commerce?" The new scheme is a flexible solution that answers this question. It efficiently protects user's privacy and anonymity in mobile wireless networks and supports various applications. It is employed to implement a secure e-auction as an example, in order to show its advantages in practical network applications.
INTRODUCTION
The mobile wireless network is becoming more and more popular nowdays. We are especially interested in a special kind of wireless network-an ad hoc network. As demonstrated in [3] , an ad hoc network has its advantages and we will demonstrate that it is suitable for network applications with security requirements like e-auctions and e-finance. In these applications, the users want to be anonymous and the services should be reliable. The properties listed below are usually desired in the applications for mobile wireless networks.
• Mobility: the network services are not limited to fixed locations, but are instead provided dynamically.
• Distribution: there is not a service center and distributed network structure like an ad-hoc network.
• Reliability: the users can be guaranteed with a large probability that the network providers will properly handle their applications.
• Anonymity: unlinkability between the users and their activities is guaranteed.
• Flexibility: various applications are supported.
Our motivation in this paper is to design a network scheme to satisfy these properties. We are especially interested in how to protect the privacy and anonymity of the users of mobile wireless networks, especially in practical applications like e-commerce. To achieve anonymity, the users' communication should be sealed and transferred in a random path that is difficult to trace. This method is general and flexible, but it also has its own issue in that the implementation of the anonymous communication network in a static network is inefficient. As it is easy to trace a message and find the IP address of a sender in a static communication network like the Internet and since universal verifiability is required for this method, costly operations like a mix network [1, 14, 17, 18, 23, 24, 26, 28, 30] or onion routing [5, 13, 15, 16] must be performed to implement anonymous communication.
Kesdogana and Palme [19] defined and classified privacy and anonymity from a technical angle as follows:
• Anonymity is the state of not being identifiable within a set of subjects that are known as the anonymity set. Anonymity in communications can be further distinguished as sender and recipient anonymity.
• Unobservability is the state of an item of interest being indistinguishable from any other item of interest.
• Unlinkability of two or more items or actions means that these items are no more and no less related than they were previously (attacker gains no information).
Unobservability can be reduced to a set of data items, senders, or receivers. For example, a concrete requirement for messages is that each message cannot be linked to any potential sender or receiver from the set. At a higher level, relationship unobservability requires that it is not discernable whether anything is being sent from a set of potential senders to a set of potential recipients. The definition of anonymity is incomplete if an attacker model (opponent model) is not specified. The attacker model describes the demands placed on the anonymity techniques and is also for the evaluation and comparison of the proposed solutions. In general, a direct relationship exists between the strength of the attacker model and the quality of the protection provided by a given solution. To guarantee formal and reliable anonymity, it is necessary to assume that anonymity is to be provided in the presence of a powerful attacker. Thus, the capabilities of attacker A may vary. For the sake of simplicity, it is assumed here that the cryptography used is unbreakable. However, it is good to keep in mind that it is inappropriate to provide or demand more anonymity protection than the underlying cryptography can provide. Attackers may be classified as described below, according to [19] .
• A1. Passive attacker. An attacker who can observe all communication links.
• A2. A passive attacker with sending capabilities. The A2 attacker is not much stronger than A1, yet the A2 attacker poses a bigger threat than A3 because they are by definitionundetectable. An attacker may take part in the anonymity technique (i.e., the attacker can send a messages) if participation has not been explicitly forbidden to him. • A3. Active attacker. This is an attacker who can control all communication links, switches, etc. and can attack all messages with delete, replay, and send, or delay actions.
We believe that a better method to implement anonymity in the security model defined above is to replace the static network with a mobile wireless ad hoc network. We adopted an attacker model between A2 and A3, where an attacker can only at most compromise the n-1 of all the n routing nodes in our network. The proposed scheme employs an anonymous mobile communication network. More precisely, its anonymous communication network is a mobile ad hoc net-work instead of a static network in most other solutions. In a mobile ad hoc network, the participants (nodes in the network) are moving and the connections are dynamic, so it is impossible to identify a sender by tracing their message to their location. Therefore, anonymous communication is implemented if the participants use pseudonyms and conceals their identities. Costly operations like shuffling [1, 14, 17, 18, 23, 24, 26, 28, 30] or onion routing [5, 13, 15, 16] are not needed and higher efficiency can be achieved. The users' pseudonyms are authorised by a registration authority using blind signature techniques such that the users can sign their messages to protect the messages' integrity while their identities are not revealed from their signatures.
It should be noted that using blind-signature-based pseudonyms to implement anonymity is not a new idea and has been employed in schemes like [10] . However, its application in static networks is complex and inefficient. In a static network, the users are identified if their messages are traced and their static locations are found. So, in a static network, even if the users use pseudonyms, an anonymous communication channel still must be employed to prevent tracing and to protect the users' anonymity. Therefore, an inefficient anonymous communication network is still needed for anonymity in static networks. Normally, operations in an anonymous communication network must be publicly and instantly verified. As a result, it becomes very costly for computation and communication. In contrast, when applied to mobile ad hoc network, this technique does not have any additional requirements in network communication and thus, is very efficient.
Although anonymity is efficiently achieved in the mobile ad hoc network, there is another challenge of how to guarantee that no message is discarded in the mobile ad hoc network. Namely, the reliability of network services must be guaranteed. Our solution to this new challenge is the electronic coin. An electronic coin based stimulation mechanism is employed to award the nodes for their work in the mobile ad hoc network and to guarantee that the nodes will not discard the messages.
Our contribution is clear, which is that a new communication network has been designed based on an ad hoc network to efficiently achieve security properties like privacy and anonymity. At the end of this paper, the new mobile wireless network scheme is employed in an e-auction. This example demonstrates its advantages in practical network applications.
SYMBOLS AND PRELIMINARY PRIMITIVES
The following symbols are used in this paper:
stands for the encryption of message m using key k .
• ) (c D k stands for the decryption of ciphertext c using key k .
• ) (m S k stands for the signature on message m using key k . It includes the message and the signature on it.
Preliminary primitives to be employed in the new mobile wireless network scheme are described in the sections below.
Blind Signature
In a blind signature scheme [6] [7] [8] , a signer signs an unknown message. Even after the signa-ture is generated, the signer still has no idea about the message he has signed. A well-known RSA based blind signature [7] is described below as an example. In the example, the signer signs m for a message he does not know. In this paper, each user chooses a private key and makes an authority to blindly sign a public key certificate, which includes the corresponding public key but does not include the identity of the user. Therefore, the user can sign his message as a party authenticated by the authority, while his identity is not revealed from his signature. In other words, the blindly signed public key certificate is just like an authorised pseudonym of the user. The public key certificate is called a 'pseudonym public key certificate' and the embedded public key is called a 'pseudonym public key' in this paper.
Electronic Coin
An electronic coin is used as a stimulating and awarding measure in this paper. An e-coin is a digital payment, by which a payer can transfer a certain amount of money to a payee. In our design, the idea in [9] C , which then puts the money into B 's account.
1
C records s so that it cannot be re-used.
In this paper, to encourage the nodes in a network to transfer the messages, an e-coin is used to pay a node for transferring a message. So although transfer in the mobile ad hoc network is not publicly verifiable, the nodes will not discard the messages.
THE NETWORK COMMUNICATION SCHEME
The network communication scheme consists of the following four stages: registration, submission, processing, and payment. In the registration phase, each user chooses a private key and generates a corresponding public key certificate as his pseudonym. Then, he registers at a registration authority, who blindly signs the users' pseudonym public key certificates. In the submission phase, one or more application providers set up a private (decryption) key and publishes the public (encryption) key, while the users submit their messages to the application providers through the mobile wireless network. Each user encrypts his message using the encryption key, signs his encrypted message using his pseudonym private key, and sends the encrypted and signed message to the application provider through the mobile wireless network. In the processing phase, the application provider decrypts the received ciphertext and verifies the validity of the decryption result. In the payment phase, the nodes in the network get their payment in the form electronic coins for their contribution in transferring the messages.
We need to emphasize that in terms of security we focused on communication security and did not cover server security. Server security topics like server invasion and hijacking, or the fishing or spoofing of servers all fall into the field of server attack-and-defense and intersted readers should refer to the literature in that field.
Registration Phase
The registration authority R is set up and its public key U chooses his private key sk and generates a corresponding certificate S , which contains his public key pk and some application information like an identifier and validity period.
2. U contacts R and proves his identity. For example, U can prove his knowledge of his private key corresponding to his public key in PKI using zero knowledge proof. (Note that this key pair is not the pseudonym key pair sk and pk .) 3. After being identified, U makes R blindly sign S using a blind signature algorithm.
The signed certificate (including the certificate and the signature on it) is denoted as S , which is the user's pseudonym certificate.
The deployment of R can be flexible. Depending on the concrete application, it can be implemented in a single central server or may have multiple mirror servers holding the same key. In either case, security is not compromised as:
• The blind signature technique guarantees that the signatures are not traceable,
• R only participates in the registration phase.
Submission Phase
Suppose there is an application provider (e.g., a bank or auctioneer), whose application service (e.g., e-banking or e-auction) is needed by the user. The application provider chooses a private key SK and publishes the corresponding public key PK . For stronger security, mul-tiple parties can be employed by it such that SK is shared by them and decryption is only possible if the number of cooperating parties exceed the threshold. Suppose that the user has a computing device (e.g., laptop, PDA, or mobile phone) to dynamically communicate with the mobile wireless network and to perform computations like-encryption and signature generation. The user will communicate with the mobile wireless network as follows:
1.
U chooses the user's application information u , whose content depends on the concrete application service (e.g., a bid in an e-auction system). 2. 8. Finally, the application packet arrives at the application server.
We need to emphasize that the public key of an application provider is not a pseudonym public key. This is because the bank needs to know which account the money needs to be withdrawn from, as shown later.
Processing Phase
The application provider receives are verified to be valid, each pseudonym public key in them is used to encrypt an electronic coin. The electronic coin includes the sum of payment for transferring one application packet as a router, the application provider's account number, the name of his bank, and his signature on them. All of the encrypted e-coins are published on the application server together with the pseudonym public key used to encrypt it.
To achieve stronger security, multiple parties can play the role of the application provider. They share SK using threshold secret sharing and cooperate to decrypt the encrypted messages, which is feasible only when the number of cooperating application providers is over a threshold. Moreover, multiple payments to the same pseudonym key holder can be combined into a single e-coin for higher efficiency.
Payment Phase
Each router working in the mobile wireless network collects their payments as follows:
1. The router finds the user's pseudonym public key on the application provider's server. 2. The router finds the encrypted e-coins put together with the user's pseudonym public key. 3. The router decrypts the encrypted e-coins. 4 . The router sends the e-coins to the user's bank, which forwards them to the application provider's bank. 5. After verifying the application provider's signature on the e-coins, the provider's bank transfers the money from its account to the router's bank, which puts the money into the router's account. 6. The application provider's bank records that the e-coin has expired and will not be accepted again in the future.
If the application provider combines the payments to the same key holder into a single e-coin, each router only needs to use one e-coin to claim all of their payments. We need to emphasize that when a router sends the e-coin to his own bank, the router needs to tell the bank his own real identity instead of his pseudonym public key. This is because the bank does not know the correspondence between the account and the pseudonym public key. That implies that a bank may know the relationship between the pseudonym public key and the real identity of some of its customers. However, we noticed that usually a routing path consists of multiple hops and that there are usually many routers using different banks and the application provider and the user do not usually know which bank every router uses. So privacy and anonymity can still be maintained in the network.
Note that an ad hoc network connection is not necessary in the payment phase, which is not actually a real time operation of our mobile wireless service system. First, the application provider's server is usually fixed in a position and can be accessed more conveniently via other networks like the Internet. Second, as we just emphasized, no anonymity requirement is needed or is even possible between a claimer and his bank and thus the advantage of an ad hoc network for anonymity is not useful. In short, an appropriate network connection can be employed according to the concrete application.
ANALYSIS
Reliability is achieved in the proposed mobile wireless network scheme due to the following reasons:
• The routers can get paid for transferring the information, so they are motivated to route the information and will not discard it. Even if some of them want to cheat in the application, this target cannot be achieved by discarding any application packet as the packets are encrypted. Before deciding whether to discard a packet, a router has to know its content, which is impossible unless the router obtains collusion from the application providers and the number of the colluding application providers is over the sharing threshold.
• As the application information is signed by the users, it cannot be tampered with. As the users' pseudonym signatures on their messages are verifiable, the validity of the communication can be checked.
Privacy is achieved in the proposed mobile wireless network scheme due to the following reasons:
• A blind signature is employed to issue a pseudonym public key certificate to the users. So the users' signatures on their messages do not reveal their identities.
• In a mobile ad hoc network, no node has a constant location, so the users' identities cannot be found by tracing their messages or locating them.
There is not any limitation to message format in the proposed mobile wireless network scheme, except that a maximum value may need to be set for the number of routers to avoid heavy overload in some applications. Consequently, any application is supported and flexibility is achieved. There is not a costly message shuffling in the proposed mobile wireless network scheme, and thus, a high efficiency is achieved.
The routers can obtain their payments and only their payments due to the following reasons:
• As each router's payment depends on a signature chain containing the signatures of all the routers before him, for he will not remove those routers' signatures his own interest. Moreover, if any router removes any previous router's signature from any routing packet, the signature chain starting from the user will be broken and thus, the attack will be detected.
• To remove a router's signature from an application packet without being detected, multiple other routers (at least one before the removed router and one behind it in the route) are needed to cooperate to re-build the application packet. This is a costly attack without any interest, so it usually will not happen.
• To add some routers' signatures into an application packet, the added routers must cooperate and provide their signatures. The computation and communication costs for this operation is no lower than the additional payment that they can obtain. Therefore, there is no motivation for this attack.
• Each e-coin is encrypted using its owner's public key, so no other person can steal it.
• Every used e-coin is recorded and so they cannot be re-used.
Reliability in the proposed mobile wireless network scheme is not absolutely guaranteed. However, there is the assumption that people usually do not go through the trouble to break the rules when they cannot gain interest and may even lose income. So, from a statistical point of view, the proposed scheme can guarantee the correctness of any single packet with a very large probability. Although the achieved correctness is not absolute, it is enough in many applications.
APPLICATION AND EFFICIENCY COMPARISON
To convincingly show the high efficiency of the new mobile wireless network, we took the example of an e-auction as its application. An efficiency comparison between the new e-auction solution and the existing two methods in an e-auction design (a homomorphic auction and an auction using static anonymous communication) is made in Table 1 . In the two existing methods we do not choose any specific scheme as an example because some of them are more efficient but still fail to satisfy some desired property and some of them satisfy all of the desired properties but do not employ the most efficient design. Instead, we used the most advanced and efficient technique in each method on the condition that the desired properties in the e-auction were satisfied. For example, all the bids are signed and their signatures are verified. The bid validity must be proved and verified in a homomorphic auction and universal and instant verification must be guaranteed in a static anonymous communication based auction. In the new solution, we supposed that the new mobile wireless network was employed and that the bidders formed an ad-hoc mobile network and acted as users and routers. The cost of registration is not included in Table 1 for two reasons. First, it is much more efficient than an auction and doing an opening bid. Second, the registration is similar in all of the three solutions (including the authentication and authorization in each of them). Although authorization in the new auction scheme has a special requirement (blindness), its cost is similar to authorization in the other two solutions.
It is assumed that the ElGamal encryption, RSA signature, and RSA-based blind signature are employed when necessary in the solutions. In the comparison of the computational cost, exponentiations are counted. In the comparison of the communicational cost, transmission of integers with large length are counted. For the sake of simplicity, a simple and very common election rule is used in the comparison where one winner is elected from ten candidates. In all the three methods it is assumed that there are n bidders and 3 auctioneers and in the static anonymous communication based auction and mobile ad hoc auction it is assumed that there are 3 routers. Table 1 illustrates that in a mobile ad hoc network a secure e-auction can be more efficiently implemented. The low efficiency of the homomorphic auction lies in that each bidder has to submit n ciphertexts and prove that all of them are valid, while the auctioneers have to verify the validity of all the n ciphertexts. The low efficiency of the static anonymous communication based auction lies in that each auctioneer has to shuffle the bids and publicly prove that the shuffling is valid.
CONCLUSION
A new mobile wireless network has been designed. It employs a mobile ad hoc network to transfer the messages so that the privacy of the messages can be more efficiently achieved. In the mobile ad hoc environment, only a blind signature based pseudonym mechanism is needed to guarantee the anonymity of the users. An e-coin based awarding mechanism is employed to guarantee the reliability of the applications. The proposed mobile wireless network scheme is both flexible and efficient. 
